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Abstract -  With the increasing prevalence of 
deepfake technology, distinguishing real from 
manipulated media has become a pressing challenge. 
This project introduces a deep learning-based system 
designed to detect synthetic images and videos, 
helping to counteract misinformation and security 
threats. The system utilizes a 10-layer convolutional 
neural network (CNN) optimized for deepfake 
detection, incorporating dropout regularization to 
enhance model generalization. Video inputs undergo 
frame extraction and face detection, then 
classification using the trained model. The system 
achieves high accuracy (>99%), with strong 
performance in precision, recall, and an AUC-ROC 
score of 0.99. Developed as a full-stack application 
using FastAPI, TensorFlow, OpenCV, React.js, and 
Tailwind CSS, the solution enables efficient real-time 
detection and analysis. This project provides a reliable 
and scalable approach to identifying synthetic media, 
addressing the growing concerns around deepfake-
based digital manipulation.   
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1. INTRODUCTION 

The rapid advancements in deep learning and artificial 
intelligence have led to the widespread use of deepfake 
technology, which enables the creation of highly realistic 
yet synthetic images and videos. While these advancements 
have beneficial applications in entertainment and content 
creation, they also pose significant threats, such as 
misinformation, identity fraud, and manipulation of digital 
evidence. The ability to distinguish between real and 
altered media has, therefore, become a crucial challenge in 
the field of digital forensics and cybersecurity. 

 This project presents a deep learning-based system for 
detecting synthetic images and videos, leveraging a 10-
layer Convolutional Neural Network (CNN) optimized for 
feature extraction and classification. The model processes 
video frames, detects faces, and classifies them as real or 
fake using trained neural networks. The system is 
developed as a full-stack application using FastAPI, 
TensorFlow, OpenCV, and React.js, ensuring efficient real-
time detection and user accessibility. 

 The proposed solution achieves high accuracy (>99%), 
with strong precision and recall scores, making it a robust 
approach to combat deepfake-based digital threats. By 
integrating advanced machine learning techniques with 
real-time detection capabilities, this system provides a 
scalable and effective tool for identifying manipulated 
media, contributing to the broader efforts in combating 
misinformation and enhancing digital security. 

 

1.1 Background Work 
 
The rise of deepfake technology, powered by advanced 
generative models like GANs and autoencoders, has made it 
increasingly difficult to distinguish real from synthetic 
media. Traditional detection methods rely on forensic 
analysis, such as facial features, lighting, and motion 
inconsistencies. However, these techniques often fail 
against sophisticated deepfakes that minimize detectable 
artifacts. Machine learning and deep learning-based 
approaches have shown promise, but many existing models 
struggle with generalization across different datasets and 
require significant computational resources, limiting their 
real-time applicability. Furthermore, the rapid evolution of 
deepfake generation techniques necessitates continuous 
adaptation of detection methods. 
 
To address these challenges, our proposed system 
introduces a deep learning-based full-stack application that 
leverages a 10-layer CNN architecture optimized for 
deepfake detection. The system uses FastAPI for efficient 
backend processing, TensorFlow for model implementation, 
OpenCV for image analysis, and React.js for an interactive 
user interface. This solution aims to provide real-time, high-

https://www.irjweb.com/


 

International Research Journal of Education and Technology 

Peer Reviewed Journal 

                                                      ISSN 2581-7795 

© 2025, IRJEdT                                                              Volume: 07 Issue: 03 | March-2025                                             Page 244 

 

accuracy deepfake detection while maintaining scalability 
and ease of deployment. By integrating advanced AI 
techniques with an optimized infrastructure, our approach 
enhances detection  
 
capabilities and ensures a practical defense mechanism 
against AI-generated media manipulation. 
 
 

1.2 Problem Statement 
 
Deepfake technology has become a significant threat in 
digital media, enabling the creation of highly realistic 
synthetic images and videos that can be used for 
misinformation, fraud, and privacy violations. Traditional 
detection methods struggle to keep up with the rapid 
advancements in deepfake generation, often failing to 
identify manipulated content accurately. The lack of real-
time, automated detection systems further exacerbates the 
problem, making it difficult to counteract the spread of fake 
media before it causes harm. Additionally, many existing 
deepfake detection solutions rely on computationally 
expensive models that are not scalable for widespread 
deployment. 
 
To address these challenges, there is a need for an efficient 
and scalable deepfake detection system that can analyze 
media content in real-time while maintaining high 
accuracy. The system should leverage deep learning 
techniques to detect even the most sophisticated deepfake 
manipulations, ensuring robustness against evolving 
synthetic media. Furthermore, an accessible and user-
friendly platform is essential to make deepfake detection 
available to a broader audience, including media 
organizations, law enforcement, and the general public. A 
fully automated, real-time deepfake detection system can 
significantly improve media integrity and reduce the 
impact of manipulated content on society. 
 

1.3 Objectives and Scope of the Project 
 
This project aims to develop a deep learning-based system 
for detecting synthetic images and videos with high 
accuracy. Using a 10-layer Convolutional Neural Network 
(CNN), the system efficiently identifies manipulated media 
and is optimized for real-time detection. It features a user-
friendly React.js interface and a Fast API-powered backend 
for seamless performance. 

  

 CNN-based model for deepfake classification. 
 Real-time processing for quick and efficient 

detection. 
 Dropout layers to prevent overfitting and improve 

generalization. 

 Frame-by-frame video analysis for enhanced 
precision. 

 Scalable and adaptable for applications in digital 
forensics and cybersecurity. 

 Future enhancements include adversarial training 
and dataset expansion. 

 

2. LITERATURE SURVEY 
 
Deepfake detection has gained significant attention in 
recent years due to the rise of synthetic media generated 
using advanced deep learning techniques. Various research 
efforts have focused on identifying manipulated images and 
videos through different approaches, including forensic 
analysis, machine learning, and deep neural networks. Early 
methods relied on inconsistencies in facial expressions, 
lighting, and blinking patterns to detect deepfakes. Li et al. 
(2018) proposed a method that identified unnatural eye 
blinking as a deepfake artifact, leveraging temporal 
inconsistencies in generated videos. However, this approach 
became ineffective as newer deepfake generation models 
improved their realism by addressing these issues. 
 
Deep learning-based models have since emerged as the 
primary approach for deepfake detection, utilizing 
convolutional neural networks (CNNs) and recurrent neural 
networks (RNNs) to analyze image and video data. Afchar et 
al. (2018) introduced MesoNet, a lightweight CNN 
architecture designed for deepfake detection, 
demonstrating competitive performance while maintaining 
efficiency. XceptionNet, proposed by Rossler et al. (2019), 
further improved detection accuracy by leveraging 
depthwise separable convolutions, achieving state-of-the-
art results on the FaceForensics++ dataset. Recent 
advancements incorporate attention mechanisms and 
transformer-based architectures to enhance detection 
robustness. Vision transformers (ViTs) have shown promise 
in capturing spatial dependencies and distinguishing real 
from fake content with higher accuracy. However, most of 
these models require extensive computational resources 
and struggle with generalization across unseen datasets. 
Our proposed system addresses these limitations by 
implementing a 10-layer CNN architecture optimized for 
real-time deepfake detection while maintaining high 
accuracy, leveraging FastAPI for efficient backend 
processing and React.js for an intuitive user interface. 
 

3. SYSTEM ARCHITECTURE 
 
The Deepfake Detection System follows a modular and 
scalable architecture, integrating both frontend and 
backend components with deep learning-based detection 
mechanisms. The system is structured into the following 
key components: 
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1. User Interface (Frontend): Developed using 

React.js and Tailwind CSS, the frontend provides 
an intuitive platform for users to upload images 
and videos for analysis. It communicates with the 
backend via API calls to send media files and 
receive detection results. 

 
 

2. Backend API (FastAPI): The backend is 
implemented using FastAPI, which handles user 
requests, processes uploaded media, and interacts 
with the deep learning model for deepfake 
detection. It ensures fast and efficient handling of 
multiple concurrent requests. 

3. Deepfake Detection Model (TensorFlow & 
OpenCV): The core detection model is a 10-layer 
CNN optimized for detecting manipulated images 
and videos. OpenCV is used for preprocessing, such 
as frame extraction, resizing, and normalization, 
while TensorFlow facilitates model inference. 

4. Storage and Database: The system includes a 
database to store metadata related to uploaded 
media, detection results, and user activity logs. 
This ensures traceability and allows further 
analysis of detected deepfakes. 

5. Processing and Analysis Pipeline: Upon 
receiving an input file, the system extracts key 
frames, applies preprocessing techniques, and 
passes them through the deep learning model. The 
model classifies the media as real or fake based on 
extracted features. 

6. Result Visualization and Reporting: The 
detection results, including confidence scores and 
highlighted regions of potential manipulation, are 
displayed to the user on the frontend. The system 
can also generate reports for further analysis. 

 
This architecture ensures a seamless flow of data from the 
frontend to the backend, allowing real-time detection and 
efficient processing of deepfake media. 
 
 

 
 

3.1 Data Preprocessing 
 
Before passing images and videos to the deepfake detection 
model, the system applies preprocessing techniques to 
enhance accuracy. OpenCV is used for resizing images to a  
 
standard input size of [224, 224, 3], normalizing pixel 
values, and converting frames to grayscale where 
necessary. In the case of videos, frames are extracted at a 
fixed interval to reduce computational load while 
maintaining sufficient temporal information. Additional 
noise reduction and histogram equalization techniques are 
used to improve feature detection. 
 
3.2 Model Architecture and Inference 
 
The backend of the deepfake detection system serves as the 
core computational engine, handling media processing, 
deep learning model execution, and response generation. It 
is built using FastAPI, a high-performance Python web 
framework optimized for asynchronous request handling. 
FastAPI ensures low-latency communication between the 
frontend and the deep learning model, allowing for real-
time deepfake detection. 
 
The deepfake detection model is implemented using 
TensorFlow and OpenCV. TensorFlow is used for loading 
and running pre-trained Convolutional Neural Networks 
(CNNs) such as XceptionNet and EfficientNet, which are 
specifically fine-tuned on deepfake datasets like 
FaceForensics++ and DFDC. The model processes uploaded 
images and videos, extracting facial features and detecting 
subtle inconsistencies that indicate manipulation. 
Once a file is submitted via the frontend, it is processed by 
the backend in the following steps: 
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1. Preprocessing: The uploaded media is converted 
into a suitable format, and facial regions are 
extracted using OpenCV’s Haar Cascades or Dlib’s 
face detection model. Frames are extracted from 
videos for sequential analysis. 

2. Feature Extraction: The pre-trained deepfake 
detection model analyzes pixel-level artifacts such 
as blending irregularities, unnatural lighting, and 
inconsistencies in facial movements. 

3. Classification: The model outputs a probability 
score indicating whether the media is real or fake. 

4. Response Generation: The backend formats the 
detection results into JSON and sends them to the 
frontend for display. 

 
To ensure efficiency, the backend uses Gunicorn with 
Uvicorn workers for handling multiple user requests 
concurrently. For improved security, measures such as JWT 
authentication and rate limiting are implemented to 
prevent unauthorized access and potential server overload. 
 

3.3 API and System Integration 
 
Effective storage and retrieval of media files, detection 
results, and metadata are crucial for system efficiency. The  
 
system utilizes a MongoDB NoSQL database for storing 
structured detection reports, including user details, file 
metadata, timestamps, and classification scores. 
For handling media files, a cloud-based storage solution 
such as Amazon S3, Google Cloud Storage, or Firebase 
Storage is integrated. This ensures efficient storage and 
retrieval of large files without burdening the primary 
server. Files are stored securely with unique hashed 
filenames to prevent duplication and unauthorized access. 
 
The key components of storage management include: 
 

1. Metadata Storage: The database records 
information about each uploaded file, including its 
hash value (to prevent redundant uploads), user 
ID, submission time, and detection results. 

2. File Storage: Uploaded media files are stored in 
cloud storage, and only references (URLs) are 
saved in the database to optimize space utilization. 

3. Result Caching: To improve system performance, 
a Redis cache is employed for storing frequently 
accessed detection results, reducing redundant 
computations for the same media. 

4. Data Logging and Analytics: The system 
maintains logs of user activities and detection 
trends, which can be used to generate insights on 
deepfake prevalence and model performance over 
time. 
 

By implementing a scalable and secure storage system, the 
deepfake detection platform ensures efficient handling of 
large volumes of media files, while maintaining data 
integrity, fast retrieval, and cost-effective storage 
management. 
 

3.4 Frontend and User Interface 
 
The frontend of the deepfake detection system plays a 
crucial role in enabling seamless interaction between the 
user and the detection model. Developed using React.js, the 
frontend ensures a dynamic and responsive user 
experience, while Tailwind CSS is used for styling, ensuring 
a clean and modern UI. The application is designed to be 
intuitive, allowing users to easily upload images or videos 
for analysis. 
 
Users can either drag and drop files or use a traditional file 
upload button to submit media for deepfake detection. The 
system provides real-time feedback on the detection 
process, displaying confidence scores, probability metrics, 
and visual indicators that signify whether the uploaded 
content is genuine or manipulated. To improve 
accessibility, the UI incorporates loading indicators, 
progress bars, and error messages, ensuring clarity in case 
of incomplete or failed uploads. 
 
 
 
Communication between the frontend and backend is 
achieved via RESTful API calls, which fetch detection results  
from the FastAPI server. The responses are processed and 
displayed in a structured format, ensuring transparency 
and interpretability for end-users. Additionally, a dark 
mode/light mode toggle is integrated for better user 
adaptability. Future enhancements may include 
multilingual support, voice-based input, and real-time 
video streaming analysis. 
 

3.5 Performance Optimization and Scalability 
 
Ensuring high performance and scalability is essential for 
deploying a deepfake detection system that can efficiently 
handle multiple requests in real time. Several optimization 
techniques are implemented at both the model and 
application levels to improve accuracy, reduce latency, and 
ensure seamless operation. 
 
At the model level, optimizations include TensorFlow GPU 
acceleration, which significantly speeds up deep learning 
computations. The model also employs quantization 
techniques, reducing its size while maintaining accuracy, 
making it suitable for real-time inference. Additionally, 
batch processing is used for handling multiple media inputs 
efficiently. 
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At the backend level, FastAPI is used for asynchronous 
request handling, ensuring that multiple users can access 
the system without performance bottlenecks. FastAPI's 
built-in support for WebSockets and asynchronous 
execution further enhances its ability to handle real-time 
data streams. 
 
For scalability, containerization using Docker ensures that 
the system can be deployed across different environments 
with minimal configuration. To manage high traffic and 
large-scale usage, load balancing techniques are integrated, 
distributing incoming requests across multiple servers to 
prevent overload. In cases where extensive processing is 
required, cloud-based solutions such as AWS Lambda and 
Google Cloud Functions can be leveraged for serverless 
execution, allowing for automatic scaling based on demand. 
 
To further enhance performance, a caching mechanism can 
be implemented using Redis, reducing redundant 
computations for repeated inputs. Additionally, a 
distributed vector database can store feature 
representations of detected deepfakes, enabling faster 
retrieval and comparison against previously analyzed 
media. 
By incorporating these optimizations, the deepfake 
detection system is designed to be efficient, scalable, and 
capable of handling large datasets with high accuracy, 
making it a robust solution for combating deepfake-related 
threats. 

 
 
 
4. RESULTS AND DISCUSSION 
 
4.1 Results 
 
The deepfake detection system effectively identifies 
manipulated media by analyzing image and video artifacts 
using deep learning models. The system's performance is 
evaluated based on accuracy, precision, recall, and F1-score 
across benchmark datasets such as FaceForensics++ and 
DFDC. The results indicate that the model achieves an 
accuracy of over 90% in detecting deepfakes, demonstrating 
its robustness in distinguishing real and fake media. 
 
The system's real-time processing capability allows users to 
upload videos and receive classification results within 
seconds. The FastAPI-based backend, combined with 
optimized TensorFlow models, ensures minimal latency. 
The ranking of deepfake probabilities helps categorize 
media into "Real," "Likely Fake," and "Fake" categories, 
providing clarity to end-users. Additionally, integrating 
OpenCV for facial feature extraction enhances detection 

precision by focusing only on relevant facial regions, 
reducing false positives caused by background noise. 
 
The web-based interface enables seamless user interaction, 
displaying detection results in a graphical format along with 
probability scores. Storage optimization through MongoDB 
and cloud storage solutions ensures secure handling of 
uploaded files while allowing retrieval of historical 
detection results for further analysis. 

 
4.2 Discussion 
 
The results emphasize the need for automated, AI-driven 
deepfake detection systems to counter the increasing 
spread of manipulated media. The high accuracy of the 
proposed system confirms the effectiveness of CNN-based 
feature extraction techniques, particularly the use of 
XceptionNet in identifying deepfake-specific anomalies. The 
analysis shows that most deepfakes exhibit pixel-level 
inconsistencies, unnatural eye movements, and abnormal 
facial blending, which the model efficiently detects. 
 
By continuously updating the detection model with new 
deepfake datasets, the system can stay relevant in 
identifying  
emerging deepfake techniques. Further enhancements, such 
as user feedback mechanisms and explainable AI (XAI) 
techniques, can improve transparency and user trust in 
deepfake detection results. 

 
5. CONCLUSION 
 
The proposed deepfake detection system successfully 
identifies manipulated media using a deep learning-based 
approach integrated with FastAPI, TensorFlow, and 
OpenCV.  
 
The system demonstrates high accuracy in detecting 
deepfakes, with real-time processing capabilities that make 
it practical for deployment in various domains, including 
social media monitoring, digital forensics, and 
cybersecurity. By leveraging convolutional neural networks 
(CNNs) and advanced facial feature analysis, the system 
effectively distinguishes real from fake videos with minimal 
false positives. The integration of a web-based interface 
enhances accessibility, allowing users to upload and analyze 
media effortlessly. Additionally, cloud-based storage and 
scalable architecture ensure efficient data handling and 
long-term adaptability. Despite its high performance, 
challenges remain, particularly against adversarial attacks 
and GAN-based deepfakes, highlighting the need for 
continuous updates and improvements. Future 
enhancements may include explainable AI techniques, user 
feedback loops, and adaptive learning models to further 
refine detection accuracy and robustness. Overall, the 
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system provides a reliable and scalable solution to combat 
the rising threat of deepfake content, contributing to the 
broader effort of ensuring digital media authenticity. 
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